Cryptographic machine

I think of this machine as an upgrade to the 16th century Vigenère cypher. The latter uses 26 alfabets
A, B, .... Z that are shifted 1,2,....26 places relative to the primary alfabet. A codeword - for
instance SCREAM - determines which alfabet is used to substitute letters.
In this case, the sentence KILL HIM TODAY would become CKCP HUE VFHAK (using the code
woord twice)

The cryptographic machine can code 12 letters at a time, because it has 12 numbered, different
letter slides. The plain text word is set at the right hand edge of the small vertical black bar (in the

picture it is #ochtendrood).
The four perforated cards are placed on the square between the two black bars, in some
predetermined order (they are removed in the picture only to illustrate how the machine works).
They can be placed in 4! x 4^3 = 1536 configurations. Together, they form a grid with 48 potential
cypher letters in the open boxes, 4 for each plain text letter. Any unambiguous rule for reading off
12 cypherletters from which all 12 plain text letters can be reconstructed is now allowed, or 4^12 ~
16 million possible rules. So there are 1536 x 16 million ~ 25 billion possible keys. Also, one can
permutate the order of the letter slides in 12! ~ 480 million ways.
Though this is still a Vigenere-type cypher, the idea is to switch the key (the configuration of the
slides and the cards) for every message, or, in case of long messages, every page. The key, in some
simple, almost plain text code, can be sent together with the message. For instance, one can list
some order of the letter slides: 5,11,3,1,9,8,2,4,7,6, 10, 12, a simple letter code for the four cards
and their positions, while keeping the rule for reading off the open boxes in the grid predetermined.
Secrecy hinges on the fact that an interceptor does not know were the open boxes in the cards are, in
what order the letters are placed on the 12 slides and what the rule is for reading off the open boxes.
Nevertheless, this system is quite vulnerable to a 'known plain text attack' if a lot of plain text is
known. Obviously, it's very outdated anyway, it might have been state of the art in the 19th century.

